
Scenario

A user calls the 
service desk 

complaining that 
their device files 

won't open. 
Appears to be 
ransomware.

Discussion Questions

• Would the organization ever 
pay the ransom? Is a cost 
benefit needed to be done?

• Can the organization 
retrieve all of the necessary 
data from backups? Does 
the organization know how 
long the restoration process 
will take?

• What steps will you take if 
restoring from backup is not 
an option?

Curveballs

• Backups are a week old
• Backups are encrypted
• Appears to be isolated to a 

specific department, then 
two days later another 
department is hit

• Lead IT service desk is on 
vacation

• You were able to recover 
the encrypted data, but 
soon realize the data will be 
posted online if ransom isn't 
paid.

Resolution
&

 Lessons 
Learned

Initial Questions

What actions would the service desk take?
What resources and capabilities are available to 

analyze the intrusions?
Would it matter/ change perspective if the user 

was an executive?

Questions to answer at the 
conclusion of the tabletop

What worked well?
What gaps did we identify?

What changes should we make to our incident response plan?
Do we need to clarify any specific roles and responsibilities?
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What if any of these happen on 
top of the initial incident?



Scenario

Multiple employees 
stated their identity 

has been stolen. 
Found that CFO was 
tricked into sending 
all employees W-2 

to criminals.

Discussion Questions

• How does your organization 
handle this disclosure of PII?

• Who do you contact 
regarding the disclosure?

• Who would be responsible 
for taking the lead?

• What policies or practices do 
you have in place to address 
the data loss?

• What should management 
do?  Who else in the 
organization should be 
involved?

Curveballs

• Employees go to social 
media to complain and 
worry their information has 
been stolen.

• Local news picks up the story 
as a possible breach at your 
organization

• Lead IT personnel just had a 
baby and on leave. 

Resolution
&

 Lessons 
Learned

Initial Questions

Does your organization know who to 
contact?

How forth coming is the organization 
going to be with employees? 

What if any of these 
happen on top of the 

initial incident?

Questions to answer at the 
conclusion of the tabletop

What worked well?
What gaps did we identify?

What changes should we make to our incident response plan?
Do we need to clarify any specific roles and responsibilities?
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